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CLAIM AMENDMENTS 
Claim 1 (currently amended): A policy management system for managing network elements in a 
telecommunication network, comprising: 

one or more policy proxies associated with said network elements; and 

a central policy processing point in communication with said policy proxies; 

wherein said policy proxies are configured to notify said policy processing point o# 5 
events occurring in said network; 

wherein said policy processing point is run-time programmable with one or more policies 
to process said events and to notify one or more of said policy proxies of actions to be taken in 
response to said events; 

wherein said policies are based on a policy definition language that defines ( I) primitive 
events representing a single network element event. (2) basic events representing a group of 
primitive events occurring within a single time epoch, (3) complex events representing an 
accumulation of primitive events over plural time epochs, (4) internal events generated in 
response to network elements felling to take required actions, and (5) policy defined events 
generated by said policies according to policy defined event rules;-ead 

wherein said policy proxies are configured to implement said actions at network elements 
they represen t; and 

further including a failover and upgrade system wherein: 

an external monitoring script functions to restart said policy processing point and said 
policy proxies should such components become non-operational: 

said policy processing; p ofot an fl said policy proxies are configured to enter a retry mode 
if communication with another component cannot be establis hed, and if said retry mode is 
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unsuccessful, to consult a directory server to refresh location information relative to said 
component: 

ftaid policy proxies are configured to raise internal alarms if tfacv are disconnected from. 
fir qfl nnrt reach, an associated network element for a period of time: 

* an aggregator or said policy proxies maintain ftare on event registrations performed at 
each policy proxy: 

said policy processing point monitors connection status with said aggregator, and 
following a disconnection therefrom, r eloads p olicies upon a reconnect: and 
said policy processing point stores it s policies in said directory server. 

Claim 2 (original): A system in accordance with claim 1 wherein said events are associated with 
event contexts and said policies are defined to produce actions in response to said events based 
on policy defined rules. 

Claim 3 (cancelled). 

Claim 4 (previously presented): A system in accordance with claim 1 wherein one or more of 
said policy proxies are respectively associated with only a single network element 

Claim 5 (original): A system in accordance with claim 1 wherein said policy proxies include an 
event filter. 



Claim 6 (original): A system in accordance with claim 5 wherein said event filter is configured to 
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perform one or more of processing events into a device independent format, aggregating 
primitive events into basic or complex events, and raising internal events that reflect non- 

r 

occurrence of expected events. 

Claim 7 (original): A system in accordance with claim 1 wherein said policy proxies are 
configured to store event registration information identifying policies that have registered for 
selected events. 

Claim 8 (original): A system in accordance with claim 1 wherein said policy processing point 
includes one or more of an event registration unit for registering events processed by said policy 
processing point with said policy proxies, an event distribution component for distributing event 
registration information to said policy proxies, an action/condition handler, and an action 
distribution component 

Claim 9 (original): A system in accordance with claim 1 further including one or more 
distributed policy processing points associated with said policy proxies and adapted to process 
local events received from said policy proxies. 

Claim 10 (original): A system in accordance with claim 1 further including an aggregator for 
routing action commands from said policy processing point to said policy proxies. 



Claim 1 1 (currently amended): A system in accordance with claim -30 10 wherein said policy 
proxies are identified in said policies using domain information, and said system includes a 
directory server that maintains a domain registry that associates said domain information with 
policy proxy addresses, said directory server being responsive to domain resolution queries from 
said aggregator. 

Claim 12 (original): A system in accordance with claim 1 wherein said policy proxies are 
identified in said policies using domain information, and said system includes a directory server 
that maintains a domain registry that associates said domain information with policy proxy 
addresses, said directory server being responsive to domain resolution queries from said policy 
processing point. 

C\mrr\ 23 (Gtfit celled)- 

Claim 14 (original): A system in accordance with claim 1 further including a failover and 
upgrade system wherein processes run by said policy processing point and said policy proxies are 
duplicated on separate hardware. 

Claim 15 (original): A system in accordance with claim 1 further including an administrative 
module implementing a graphical user interface for writing policies run by said policy processing 
point 

Claim 16 (original): A system in accordance with claim 1 further including an administrative 
module implementing a graphical user interface for tracing policies run by said policy processing 



point, said interface being configured to allow users to select actions and trigger events involved 
in said policies, and to trace sources that cause said actions or trigger said events. 

Claim 17 (original): A system in accordance with claim 1 further including a debugging tool for 
testing and debugging policies, said debugging tool being responsive to questions about said 
policies under hypothetical circumstances by providing information about operational conditions 
of said system under said circumstances. 

Claim 18 (original): A system in accordance with claim 17 wherein said debugging tool is 
configured to respond to (1) queries requesting an event history that will trigger a specified 
action or sequence of actions, and (2) queries requesting completion of an event history until a 
specified action is triggered. 

Claim 19 (currently amended): A system in accordance with Claim 1 wherein said actions 
include complex actions performed according to a prescribed work flow of subactions . 

Claim 20 (original): A system in accordance with claim 1 further including a policy monitor 
configured to detect rule conflicts in said policies based on a specified set of constraints on 
concurrent execution of certain actions. 

Claim 21 (currently amended): A policy management method for managing network elements in 
a telecommunication network, comprising the steps of: 

configuring a policy execution space at run time to run one or more policies; 
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monitoring events occurring at said network elements; 

processing said events at a central policy processing point by applying said one or more 
policies; 

said processing including applying policy rules to said events to determine actions to be 
taken in response to said events; 

said policies being based on a policy definition language thai defines (1) primitive events 
representing a single network element event, (2) basic events representing a group of primitive 
events occurring within a single time epoch, (3) complex events representing an accumulation of 
primitive events over plural time epochs, (4) internal events generated in response to network 
elements failing to take required actions, and (5) policy defined events generated by said policies 
according to policy defined event rules;-a»d 

controlling one or more of said network elements according to said action s; and 

farther including failover and upgrade steps wherein: 

»n externa] monitoring script functions to restart said policy processfaft point and said 
policy proxies should such components become non-operational; 

said policy processing point and said policy proxies are configured to enter a retry mode 
if cootnmunication with another component cannot be established, and if said retry mode is 
unsuccessful, to consult a directory server to refresh location information relative to said 
component: 

saidpoHcv proxies are c onfigured to raise internal alarms if they are disconnected from. • 
nr Mnn^ reaclh an associated network element for a perind nf tima; 

an asKre sa tpr o r said polic y proxies maintain state on event registrations performed at 
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said policy processing point monitors connection status with said aggregator, and 
following a disconnection therefrom, reloads its policies upon a reconnect: and 
said policy processing point stores its policies in said directory server. 

Claim 22 (original): A method in accordance with claim 21 wherein said events are associated 
with event contexts and said policies are programmed to produce actions in response to said 
events based on said policy rules. 

Claim 23 (cancelled). 

Claim 24 (original); A method in accordance with claim 21 further including one or more of 
aggregating primitive events into basic or complex events, generating internal events, registering 
events to associate them with said policies, and filtering events prior to processing them at said 
policy processing point 

Claim 25 (original): A method in accordance with claim 21 farther including defining said 
network elements according to domain information in said policies and using domain resolution 
to determine which network elements to advise of said actions. 

Claim 26 (original): A method in accordance with claim 25 wherein said domain information is 
centrally stored in a domain registry. 

Claim 27 (currently amended): A computer program product for policy management of network 
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elements in a telecommunication network, comprising: 
a data storage medium; 

program means recorded on said data storage medium for configuring a policy execution 
space at runtime to ran one or more policies; 

program means recorded on said data storage medium for monitoring events occurring at 
said network elements; 

program means recorded on said data storage medium for processing said events at a 
central policy processing point by applying said one or more policies, said processing including 
applying policy rules to said events to determine actions in response to said events; 

said policies being based on a policy definition language that demies (1) primitive events 
representing a single network element event, (2) basic events representing a group of primitive 
events occurring within a single time epoch, (3) complex events representing an accumulation of 
primitive events over plural time epochs, (4) internal events generated in response to network 
elements failing to take required actions, and (5) policy defined events generated by said policies 
according to policy defined event rules;~aad j 

program means recorded on said data storage medium for advising one or more of said 
network elements of said actions: and 

further incl uding means recorded on said data storage medi um, fn^- pyn yiding a failover 
and upgrade system wherein: 

an external monitoring script functions to restart said policy proces sing point and said 
policy proxies should such components become non-opemtionali 

said policy processing poi nt and said policy proxies are configured to enter a retry mode 
if communication with another component cannot be established, and if said retry mode is 
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ims iicccasfiiL to consult a directory server to refresh loca tion information relative to said 
component: 

said policy proxies are configured to raise internal alarms if thev are disconnected from 
ftr cannot reach, an associated network element for a period of time: 

frn aggregator or said policy proxies maintain state on event registrations performed at 
each policy proxy: 

said policy processing point monitors co nnection status with said aggregator, and 
following a disconnection therefrom reloads its p olicies upon a reconnect and 
said policy processing point stores its policies in said di rectory server. 

Claim 28 (original): A product in accordance with claim 27 wherein said events are associated 
with event contexts and said policies are programmed to produce actions in response to said 
events hased on said policy rules* 

Claim 29 (cancelled). 

Claim 30 (original): A product in accordance with claim 27 farther including program means 
recorded on said data storage medium for aggregating primitive events into basic or complex 
events* generating internal events, performing one or more of registering events to associate them 
with said policies, and filtering events prior to processing them at said policy processing point. 
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Claim 31 (original): A product in accordance with claim 27 further including program means 
recorded on said data storage medium for using domain resolution to identify policy proxies 
defined by way of domain information in said policies. 



